
VEE CARE (ASIA) LTD 
MD 653109 



Cybersecurity Report Preparation Process 

VEE CARE (ASIA) LTD www.vee-med.com 

Prepare the MDS2 Form 

Managed by 
Manufacturer

Preferably to
be conducted

by 3rd party 

Managed by 
Manufacturer 

Preferably to 
be conducted
by 3rd party 

Create the Data Flow Diagram 

Work out the SBOM List 

Conduct Cybersecurity Analysis 

Conduct Threat Modelling 

Conduct Vulnerability Scanning (Pre-Mitigation) 

Conduct Penetration Test (Pre-Mitigation) 

Conduct Bluetooth/Wifi Security Test 

Conduct Fuzz Testing 

Conclude Initial Analysis 

Prepare and Implement Mitigation Method 

Conduct Vulnerability Scanning (Post Mitigation) 

Conduct Penetration Testing (Post Mitigation) 

Conclude Test Results and Prepare Report 

igation is
required

mit
When further

 



VEE CARE (ASIA) LTD www.vee-med.com 

Cybersecurity REPORT 

1.       INTRODUCTION 
Document Overview 
Evaluation Team 
References 

2.       DEVICE/SYSTEM OVERVIEW 

2.1 Document Overview 
2.2 Evaluation Team 
2.3 References 
2.4 Software Development Tools 
2.5 Identification and Classification of Software and Hardware Components 
3.      CYBERSECURITY RISK MANAGEMENT 
3.1 Risk Impact Considerations 
3.2 Risk Management Process Overview 
4.       CYBERSECURITY RISK ANALYSIS 
4.1 Asset Identification 
4.2 Data Flow Diagram (DFD) 
4.3 Software Bill of Materials (SBOM) and Related Information 
4.4 Threat Methodology 
4.5 Threat Identification 
4.6 Architecture Views 
4.7 Global System View 
4.8 Multi-Patient Harm View 
4.9 Updateability/Patchability View 

Security Use Case Views 

5.       CYBERSECURITY RISK ASSESSMENT 
5.1 CVSS Table 
5.2 Risk Evaluation Matrix 

6.       CYBERSECURITY CONTROL 
6.1 Security Requirement Specification (SRS) 
6.2 Security Detail Design (SDD) 
6.3 Security Verification and Validation (SVV) 
6.4 Cybersecurity Risk Control Summary 

1.1
1.2
1.3

4.10



8.1. Cybersecurity Traceability Matrix Table 

VEE CARE (ASIA) LTD www.vee-med.com 

Cybersecurity REPORT 

7.       CYBERSECURITY TESTING 
7.1 Manual Firmware Security Check Report 
7.2 Vulnerability Test 
7.2.1 Source Code Analysis 
7.2.2 Firmware Source Code Analysis 
7.3 Penetration test 

8.       CYBERSECURITY ASSESSMENT RESULTS SUMMARY 

9.       INTEROPERABILITY 
9.1
9.2

CYBERSECURITY LABELING 10. 
UNSOLVED ANOMALIES ASSESSMENT 
CYBERSECURITY METRICS 
CYBERSECURITY POST MARKET CONSIDERATIONS 
CYBERSECURITY MANAGEMENT PLAN 

14.1  Scope 
14.2  Workflow 

Interoperability Risk Assessment  
Interoperability Verification/Validation 

11. 
12. 
13. 
14. 



Please visit our website for more information: 

Vee Care 
 Your All-in-One Regulatory and Compliance Solution Provider 

www.vee-med.com 

* ISO 13485 Certified Sites

HONG KONG*
17/F, Chung Pont Commercial Building

300 Hennessy Road, Wanchai
Hong Kong

TAIWAN*
Unit 25, 9th Floor 

No. 188, Section, 4 ChengGong Road 
Neihu District, 114 Taipei City 

Taiwan

CHINA
Room 100, 212, 2nd Floor

9-11 Jiangong Road, Zhongshan Avenue
TianHe District, Guangzhou 

China 

QD-722-1-7_V2

USA 
4610 Highland Drive 
Salt Lake City, UT 84117 
USA

AUSTRALIA 
Level 25, 100 Mount Street North 
Sydney, NSW 2060 
Australia 

UK 
Unit 808, 54 Bloomfield Avenue 
Belfast, BT5 5AD, Northern Ireland 
United Kingdom 




